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FINA Certificate download to QSCD device

Before downloading the FINA Certificate to a QSCD device, please install the required Software Support on your
PC. We recommend that you perform the initial download of the FINA Certificate through Internet Explorer
browser. After successful download of the FINA Certificate, for login and work in the RBA iDIREKT service please
wait for an hour for data to be synchronized in the Bank's system.

1. In the address bar of the Internet browser enter the address https://mojcert.fina.hr. Connect the
QSCD device into the first free USB port on your PC. The system automatically detects and selects the
connected device. If multiple devices are connected to the PC, select the serial number of the QSCD device
from the drop-down menu. Enter the autohorization code you received by e-mail and select button Next.

o  CMS User Portal - Certificate issuing

 Login

Connected crypto device ID:

BFDBA03E1261416E hd

Enter Authorization code:

...--aa.---ooonnll -

cancel Q  Next ©)

2. The QSCD device activation screen opens where you need to define the PIN for the Main slot and PIN for
the Signature slot. On this screen you can change the unlock code (not mandatory). After completing
your entries select button Activate QSCD device.

5 €M5 User Portal - Certificate issuing

4 05CD device activation
Main shot Signature slot
New PIN: New PIN for signature siot:
wsssse  asesss
Repeat new PIN: Repeat new PIN for signature siot:
P | -
PIN must contain only numbers. Length of PIN must be PIN must contain only numbers. Length of PIN must be
2t least 6 characters. 2t least 6 characters.
[7] I'm want to change unlock code [7] I'm want to change unlock code

cancel ()  Activate ascD device €3
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3. Successful activation opens the screen with QSCD device data. The data can be printed on the printer by
selecting button Print, or copied to the clipboard by selecting button Copy. After saving the data to a safe
place select button Next.

= CMS User Portal - Certificate issuing

'Qmmm

J QSCD device successfully activated!
Please, save your PINs and unlock codes.

Device serial number: 8FD8803E1261416E

PIN: 111111
PIN for signature slot: 222222

Unlock code: 9825D0FF16A2589DACACS5477
Unlock code for signature slot: 89027802

print £]  copy () Next

4. The user data screen opens. Please check if the displayed data is correct. After checking, mark the option
My user data are correct and select button Next.

= CMS5 User Portal - Certificate issuing

£ user data verification
User information
First name: Emnail: Company:
Last name: Phone: Company OIB:
OIB: Fax: Company ID:
Company address:
Certificate information
serialNumber=HR86622182319.1.21,CN= A
JdivenName= ,SN= ,L=ZAGREB,crganizationIdentifier=HR53056966535,0=
D.D..c=HR
Business certificate
serialNumber=HR86622182319.1.34,CN=
,givenName= sn= L=ZAGREB,organizationIdentifier=HR53056966535,0= v
D.D..c=HR
My user data are correct  Cancel (&)  Next £
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5. The certificate download screen opens. To start the process, select the button Next.

= CMS5 User Portal - Certificate issuing
= - certificate

To start certificate issuing, | - Losding data ... |IEEON Next

cancel ©  Next

6. Selecting the button initiates the process of certificate download to the QSCD device begins.

2 CMS User Portal - Certificate issuing
= Registration - certificate issuing

Certificate issuing on crypto device in process.

During certificate issuing, do not shutdown your PC or disconnect
your crypto device.

certificate 1 of 2
- ng certificate i

cancel 0 Next @

= CMS User Portal - Certificate issuing
2 Registration - certificate issuing

Certificate issuing on crypto device in process.

During certificate issuing, do not shutdown your PC or disconnect
your crypto device.

Issuing certificate 2 of 2

Certificate request generation... - J

Cancel @ Next g3
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7. After successful completion of the FINA Certificate download to the QSCD device, the corresponding
message will appear. To complete the registration, select the button Close browser.

| = CMS User Portal - Certificate issuing

= Registration - certificate issuing
J Registration successfully completed.

For immediate use of e-services, please remove your crypto
device and insert it again..

close browser (O
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FINA Certificate renewal on QSCD device

Before renewing the FINA Certificate on the QSCD device, please make sure that the necessary Software
Support is installed on your PC. We recommend that you renewe the FINA Certificate through Internet Explorer
browser. After successful renewal of the FINA Certificate, for login and work in the RBA iDIREKT service please
wait for an hour for data to be synchronized in the Bank's system.

1. In the address bar of the Internet browser enter the address https://mojcert.fina.hr. Connect the
QSCD device into the first free USB port on your PC. The system automatically detects and selects the
connected device. If multiple devices are connected to the PC, select the serial number of the QSCD device
from the drop-down menu. Enter the PIN and select button Next.

=27 CMS User Portal - Certificate issuing

-/ Login

Connected crypto device ID:

Q7 749EGEEIDF4FAL w7

Signature PIN:

Cancel @ Next e

2. The user data screen opens. Please check if the displayed data is correct. After checking, mark the option I
confirm the Statements listed in the box above and select button Next.

27 CMS User Portal - Certificate issuing

B certi of data and
User information
First name: Email: Business entity:
Last name: Phone: The identifier of the business entity:
The identifier of  natural person: Fax: Identification number from the relevant registry:
[] change user data
Certificate information

Certificate type: -
Certificate Subject {Subject field content):

Certificate issuer (Issuer field content):
E-mail address (subjectAltName extension):
Certificate validity period:

Certificate type:
Certificate Subject {Subject field content):

Certificate issuer (Issuer field content):
F-mail addrazs fauhiartaltName avtanzinnds

Statements

1 dedlare that all User Information is accurate and complete. I confirm that [ am familiar with Fina Terms and Conditions of Providing Certification
Services, 1 agree to their application and I agree to the public disclosure of the issued certificate in accordance with these Terms and Conditions.

1 declare that the information that will be contained in the certificates that are listed in the Certificate Information is correct and I accept the
certificates that I have issued.

I confirm the Statements listed in the box above. Cancel (§)  Next £
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3. A notification appears that the renewal request has been signed and sent. To continue, confirm button OK,
and then select button Next.

2 CMS User Portal - Certificate issuing

£ Certification of data and

User information

First name: Email: Business entity:

Last name: Phone: The identifier of the business entity:

The identifier of 2 naturzl person: Fax: Identification number from the relevant registry:

Information ]
= = . ; 5 3 y

Certificate inforny Request for certificate issuing successfully signed and sent. Certificates renewal
Certificate type: continues according to request Statements. P
Certificate Subject (St

oK.

Certificate issuer (Issuer field content):
E-mail address (subjectAltName extension):
Certificate validity period:

Certificate type:
Certificate Subject (Subject field content):

Certificate issuer (Issuer field content):
E-mail addrass (suhiartaltName sytensinn- -

Statements

1 dedlare that all Usar Information is accurate and complete. I confirm that I am familiar with Fina Terms and Conditions of Providing_Certification
Serviges, T agree to their application and T agree to the public disclosure of the issued certificate in accordance with these Terms and Conditions.

1 dedlare that the information that will be contained in the certificates that are listed in the Certificate Information is correct and I accept the
certificates that T have issued.

I confirm the Statements listed in the box above. Cancel 0 Next e

4. The certificate renewal process on the QSCD device starts automatically.

=7 CMS User Portal - Certificate issuing

=7 Renewal - certificate issuing

.@.

Certificate issuing on crypto device in process.

During certificate issuing, do not shutdown your PC or disconnect
your crypto device.

Issuing certificate 1 of 2

[— Certificate request generation...

Gancel e Next @b

RBA INFO 072 9292 92 | www.rba.hr | info@rba.hr




x Raiffeisen
BANK

=7 CMS User Portal - Certificate issuing

=7 Renewal - certificate issuing

Certificate issuing on crypto device in process.

During certificate issuing, do not shutdown your PC or disconnect
your crypto device.

Issuing certificate 2 of 2
e =

Cancel @ Next ¥

5. After successful completion of the FINA Certificate renewal on the QSCD device, the corresponding
message will appear. To finish, disconnect the device from the USB port on your PC.

27 CMS User Portal - Certificate issuing

=-| Renewal - certificate issuing

J Renewal successfully completed.

For immediate use of e-services, please remove your crypto
device and insert it again.
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PIN change on QSCD device through the Device Client

PIN change for the Main slot

1. To change the PIN for the Main slot, connect the QSCD device into the first free USB port on your PC, run
the Device Client and select button Scan devices.

|| [E] g
B % | sl
D Scan devices | Unlock device ‘ Change password ‘ About

<

ID Prime MD

ID Prime MD

2. Select the option ID Prime MD, and then button Change password.

cJJ reco

SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT Scan devices | Unlock device ‘ Change password ‘ About

Device info | Certificates ]
Serial number: 98E4239373C749
Model: 1D Prime MD

Device name: Card #98E4239373C74962
Category: Hardware

Manufacturer: Gemalto

Reader name: Gemalto USB SmartCard Reader 0
Slot ID: 6
T g -1
[N ¥} Free memory: -1

]
w

ID Prime M

Diagnose
ID Prime MD
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3. The Change password screen opens. In the field Old user password enter currently valid PIN for the
Main slot. In the field New user password enter the new PIN for the Main slot, and in the field Repeat
new user password repeat the entry of the new PIN for the Main slot. Confirm the entry by selecting the
button OK.

C1 ASEBA PKI Device Client v1.3.3 - UNREGISTERED o=@ |[=

ASEBA PKI Device Clientv1.3.3

QJJ=2Co

SOUTH EASTERN EUROPE [ |

ik ‘@

oL $ - =
Scan devices ‘ Unlock device ) Change password About

B
A = =l

ASEBA PKI Device CLIENT

) el ]

SOUTH EASTERN EUROPE

ID Prime MD ASEBA PKI Device CLIENT

Change user password:

Old user password: seceee
New user password: seseee
Repeat new user password: [eeeees

ID Prime MD

(oK )( cancel )

4. After successful completion of the PIN change for the Main slot the corresponding message will appear.
To complete the process, select the button OK.

G} ASEBA PKI Device Client v1.3.3 - UNREGISTERED o=@ |[=

QJs=2Co

SOUTH EASTERN EUROPE e

il

Scan devices

ASEBA PKI Device Clientv1.3.3

B
L )

L - — =y -
ASEBA PKI Device CLIENT Unlock device ) Change password About

ID Prime MD ASEBA PKI De

Mserpass 0/ User p
Change user p:

Old
Ne
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PIN change for the Signature slot

1. To change the PIN for the Signature slot, connect the QSCD device into the first free USB port on your
PC, run the Device Client and select button Scan devices.

QJreco

SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT

Scan devices Unlock device Change password

ID Prime MD

ID Prime MD

2. Select the option ID Prime MD, and then button Change password.

oJreco

SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT Scan devices ‘ Unlock device | Change password ‘ About

Device info | Certificates |

Serial number: 98E4239373CT74962

Model: ID Prime MD

Device name: Card #98 (Digital Signature PIN)

Category: Hardware

Manufacturer: Gemalto

Reader name: Gemalto USB SmartCard Reader 0 (Digital Signature PIN)
Slot ID: 7
Total memory: -1
Free memory: -1

Diagnose
1D Prime MD \
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3. The Change password screen opens. In the field Old user password enter currently valid PIN for the
Signature slot. In the field New user password enter the new PIN for the Signature slot, and in the field
Repeat new user password repeat the entry of the new PIN for the Signature slot. Confirm the entry by

selecting the button OK.

[=ll= =]

ASEBA PKI Device Clientv1.3.3

C1 ASEBA PKI Device Client v1.3.3 - UNREGISTERED

cQJ=2Co

SOUTH EASTERN EUROPE P
,

rh 2218

o ! [ — =
ASEBA PKI Device CLIENT Scan devices ‘ Unlock device ) Change password About

ol -l

QJsrec
SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT

Change user password:

Old user password: CYTTYY

New user password: ceesee
ID Prime MD Repeat new user password: seeees|
(oK )( cancel |

4, After successful completion of the PIN change for the Signature slot the corresponding message will
appear. To complete the process, select the button OK.

(== =]

ASEBA PKI Device Clientv1.3.3

‘CY ASEBA PKI Device Client v1.3.3 - UNREGISTERED

QJJ =2COo

SOUTH EASTERN EUROPE rm

a3
oo L

Wy as -l k.
Unlock device Change password About

ASEBA PKI Device CLIENT ot devites
x f——
ID Prime MD ASEBA PKI De —
j User password [ = )
| 0} User p: changed
Change user p:

old (oK

K )
Ne =
ID Prime MD Repeat new user password:
(oK ) ( cancel ¥
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Unlocking the QSCD device through the Device Client

Unlocking the Main slot

1. The Unlock code for the Main slot has been delivered to you during initial download of the FINA
Certificate to a QSCD device.

= CMS User Portal - Certificate issuing

£ QSCD device activation

J QSCD device successfully activated!
Please, save your PINs and unlock codes.

Device serial number: 8FD8803E1261416E

PIN: 111111

PIN for signature slot: 222222 {
Unlock code: 9825D0FF16A2589DA! 77
Unlock code for signature slot: 89027802

print £]  copy () Next

2. To unlock the Main slot, connect the QSCD device into the first free USB port on your PC, run the Device
Client and select button Scan devices.

GIIIEC D e e ASESAPKIDevi e

SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT

Scan devices Unlock device Change password

ID Prime MD
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3. Select the option ID Prime MD, and then button Unlock device.

Tt ASEBA PKI Device Clientvl.3.3 - UNREGISTERED

aoJJoeEecCco ASEBA PKI Device Clienty

SOUTH EASTERN EUROPE

Scan devices

ASEBA PKI Device CLIENT |

Unlock device e passwor About

Serial number: 239373C74962
Model: Prime MD

Device name: Card #98E4239373C74962
Category: Hardware

Manufacturer: Gemalto

]
w

ID Prime M

Reader name: Gemalto USB SmartCard Reader 0
Slot ID: 6
Total memory: -1

Free memory: -1

Diagnose
ID Prime MD

4. The Unlock device screen opens. In the field Old admin password enter unlock code for the Main slot.
In the field New user password enter the new PIN for the Main slot, and in the field Repeat new user

password repeat the entry of the new PIN for the Main slot. Confirm the entry by selecting the button
OK.

C1 ASEBA PKI Device Client v1.3.3 - UNREGISTERED =} 7@7! <3

C1 J_J_E(: D ASEBA PKI Device Clientv1.3.3

SOUTH EASTERN EUROPE

P ~ e
1 Y T 5 T S ST A '
ASEBA PKI Device CLIENT Scan devices ’ Llr;lncl( t;lzvice l C‘I‘\ange passwuﬂ;l l A‘I:'mut

Device info | Certificates |

Ll
w

ID Prime MD

Please enter data for unlocking device!

Old admin password: 4FEB71CDFC07615B1A8A918
New user password: soseee
Repeat new user password:

ID Prime MD

(oK ) (cancel )
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5. After successfull unlock of the Main slot the corresponding message will appear. To complete the process,

select the button OK.

C1 ASEBA PKI Device Client v1.3.3 - UNREGISTERED

QJJ o 2C0o

SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT

QJJs2Co

SOUTH EASTERN EUROPE
ID Prime MD

ID Prime MD
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1. The Unlock code for the Signature slot has been delivered to you during initial download of the FINA

Certificate to a QSCD device.

= CMS User Portal - Certificate issuing

8 QSCD device activation
J QSCD device successfully activated!

Please, save your PINs and unlock codes.

Device serial number: 8FD8803E1261416E

PIN: 111111
PIN for signature slot: 222222

Unlock code: 9825D0FF16A2589DA ¥/
Unlock code for signature slot: 89027802

print £] copy () Next

2. To unlock the Signature slot, connect the QSCD device into the first free USB port on your PC, run the

Device Client and select button Scan devices.

cJJ reco

SOUTH EASTERN EUROPE 0 fh ::'i
ASEBA PKI Device CLIENT Scan devices Unlock device Change password About

ASEBA PKI Device Clientv1.3.3

ID Prime MD

ID Prime MD
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3. Select the option ID Prime MD, and then button Unlock device.

T} ASEBA PKI Device Client v1.3.3 - UNREGISTERED

QJo=2co

SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT Unlock device |

Change password ‘ About

08E4239373C74962

ID Prime MD

Card #98 (Digital Signature PIN)
Hardware

Manufacturer: Gemalta

Reader name: Gemalto USB SmartCard Reader 0 (Digital Signature PIN)
Slot ID: 7
Total memory: -1

Free memory: -1

Diagnose
ID Prime MD

4. The Unlock device screen opens. In the field Old admin password enter unlock code for the Signature
slot. In the field New user password enter the new PIN for the Signature slot, and in the field Repeat

new user password repeat the entry of the new PIN for the Signature slot. Confirm the entry by
selecting the button OK.

C1 ASEBA PKI Device Client v1 3.3 - UNREGISTERED o ® =

GJ‘J‘ECD ASEBA PKI Device Clientv1.3.3
SOUTH EASTERN EUROPE P ~ T P
)=
= A, ‘o I s | Amd

Scan devices Unlock device Change passwora About

ASEBA PKI Device CLIENT -

[ Device info | Cerificates |

Please enter data for unlocking device!

Old admin password: 123456
New user password: seseee
Repeat new user password: [eeeeee

ID Prime MD

oK ) (Cancel )
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5. After successfull unlock of the Signature slot the corresponding message will appear. To complete the
process, select the button OK.

1 ASEBA PKI Device Client v1.3.3 - UNREGISTERED [a]®

Q. r2Co ASEBA PKI Device Clie

SOUTH EASTERN EUROPE

ASEBA PKI Device CLIENT

QJJs2Co

SOUTH EASTERN EUROPE

da Unlock successfull

oK )

arNEW USEr passwora: e
ID Prime MD ——
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Unlock and PIN change on QSCD device through the SafeNet Authentication Client

Unlock and PIN change for the Main slot

1. The Unlock code for the Main slot has been delivered to you during initial download of the FINA

Certificate to a QSCD device.

= CMS User Portal - Certificate issuing

'Qmmm

PIN: 111111

J QSCD device successfully activated!
Please, save your PINs and unlock codes.

Device serial number: 8FD8803E1261416E
PIN for signature slot: 222222 {
Unlock code: 9825D0FF16A2589DA! 77
Unlock code for signature slot: 89027802

print £]  copy () Next

2. Connect the QSCD device into the first free USB port on your PC, run the SafeNet Authentication Client

and select button Advanced View.

@ SafeNet Authentication Client Tools - X
THALES
SafeNet Authentication Client @012
mesmmm | / Ren |
VM . |**** Change Token Password |
n- Unlock Token
® Delete Token Content
| p View Token Info |
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3. Select the option Set Token Password.

@ SafeNet Authentication Client Tools ] X
THALES
SafeNet Authentication Client 20128
?Sg’er"::“’"mbnaﬂw’ GREHREN PELASE R T 4R
*af Tokara
Y ? ?‘Ui’m::"’m Token name Card #ADCES88910D4C756 ~
Token category Hardware
: gm: Reader name Gemakto USB SmartCard Reader 0
| S 3o cefical Serial number (PKCS#11) ADCE588910D4C756
i <& Microsoft IFD 0 Free space (minimum estimated) 20777
153 Gient Settings Card ID (GUID) (0x3A4000D0042A2A763A4000D0042A2A76
Product name IDPrime MD 840 B
Cardtype IDPrime
Applet Version IDPrime Java Applet 402K
Mask version G260/Fit17
Token Password Present
Token Password retries remaining 5
Maximum Token Password retries i
Token Password expiration No expiration
Administrator Password Present
FIPS N/A
Common Crteria (CC) CC EALS+ / PP QSCD
[« 3| Token unlock obiects Administrator v

thalesgroup.com

4. The Administrator Logon screen opens. Enter the Unlock Code and confirm by selecting OK.

(S Administrator Logon X

SafeNet Authentication Client THALES

Enter the Token's administrator Password.

Token Name: Card #ADCE588910D4C756
Admn m orpasswad- SRR NNNNRNRIRNRNIRIIRNIINTSY |
ent Language: HR

oK Cancel |
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5. The screen for entering a new PIN for the Main slot opens. In the field Token Password enter the new
PIN for the Main slot, and in the field Confirm Password repeat the entry of the new PIN for the Main
slot. Confirm the entry by selecting the button OK.

@' Set Password: Card #ADCE588910D4C756 X
SafeNet Authentication Client THALES
Token Password: |ooooooooooo-ooo|

corf'm PHS!NDI’d.‘ |................

[ Token password must be changed on first logon \

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as !, §, #, %),

Current Language: HR /

6. After successful completion of the process the corresponding message will appear. To complete the
process, select the button OK.

Set Password: Card #FADCES88910D4C756 x

o Password changed successfully.

OK
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1. The Unlock code for signature slot has been delivered to you during initial download of the FINA

Certificate to a QSCD device.

= CMS User Portal - Certificate issuing

£ QSCD device activation

J QSCD device successfully activated!
Please, save your PINs and unlock codes.

Device serial number: 8FD8803E1261416E

PIN: 111111
PIN for signature slot: 222222

Unlock code: 982500FF16A25890A¢
Unlock code for signature slot: 89027802

print £] copy () Next

2. Connect the QSCD device into the first free USB port on your PC, run the SafeNet Authentication Client

and select button Advanced View.

@ SafeNet Authentication Client Toals

X

THALES
SafeNet Authentication Client @0 i?e
v Microsoft IFD 0 | s Cranse Token Fassuord |
m
- Unlock Token
@ Delete Token Content
|p STy |

thalesgroup.com
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3. Select the option Set Digital signature PIN.

@ SafeNet Authentication Client Tools ] X
THALES
SafeNet Authentication Client 20128
B St Adricaton i ol GERE\BELSE D T AN
* -4 Tokens
v? c"du‘:’mesumm Token name Card 756 A
| = i Token category
£ 2 gmf: Reader name ‘SmartCard Reader 0
iy Setti Serial number (PKCS#11) ADCE588910D4C756
i <& Microsoft IFD 0 Free space (minimum estimated) 20777
365 Client Settings Card ID (GUID) (0x3A4000D0042A2A763A4000D0042A2A76
Product name IDPrime MD 840 B
Card type IDPrime
Applet Version IDPrime Java Applet 4.0.2K
Mask version G260/Fit17
Token Password Present
Token Password retries remaining 5
Maximum Token Password retries 5
Token Password expiration No expiration
Administrator Password Present
FIPS N/A
Common Criteria (CC) CC EALS+/ PP QSCD
< 3| Token unlock obiects Admiristrator v

thalesgroup.com

4. The Unlock Code for signature slot entry screen opens. Enter the code and confirm by selecting OK.

@ Digital Signature PUK Logon X

SafeNet Authentication Client THALES

Enter the Digtal Signature PUK:

Token Name: Card H#ADCE588510D4C756
Digital Signature PUK: sessns ‘
urrent Language: HR /

. 0K | cancel
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x Raiffeisen
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5. The screen for entering a new PIN for the Signature slot opens. In the field New Digital Signature
PIN enter the new PIN for the Signature slot, and in the field Confirm PIN repeat the entry of the new
PIN for the Signature slot. Confirm the entry by selecting the button OK.

@' Set PIN: Card #ADCES88910D4C756 X
SafeNet Authentication Client THALES
M Dgld Sq-lm_“.e PIN [................ ‘

Corfirm PIN: |ooooooooo.oooo.ol |

Token PIN must be changed on first logon \

The new PIN must comply with the quality settings defined on the token.

A secure PIN has at least 8 characters, and contains uppercase letters, lowercase letters, numerals,

and special characters (such as !, §, #, %),
Current Language: HR /

| ok | cancl

6. After successfull unlock of the Signature slot the corresponding message will appear. To complete the
process, select the button OK.

Set PIN: Card #ADCE>88910D4C756 X

o Password changed successfully.

QK
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